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Ransomware is a form of malware used by cyber criminals to freeze your computer or mobile device, steal your data 
and demand a “ransom” typically anywhere from a couple of hundreds to thousands of dollars — be paid. Ransomware 
can affect individual computers or laptops, enterprise networks and or servers used by government agencies, financial 
institutions and healthcare providers. 

Heritage Bank recommends the following tips to help individuals and businesses avoid ransomware attacks: 

TIPS FOR CONSUMERS:

1) DON’T CLICK
Visiting unsafe, suspicious or fake websites can lead to the intrusion of malware. Be cautious when opening
e-mails or attachments you don’t recognize even if the message comes from someone in your contact list.

2) ALWAYS BACKUP YOUR FILES
By maintaining offline copies of your personal information, ransomware scams will have a limited impact on you. If
targeted, you will be less inclined to take heed to threats posed by cyber criminals.

3) KEEP YOUR COMPUTERS AND MOBILE DEVICES UP TO DATE
Having the latest security software, web browser and operating system are the best defenses against viruses,
malware, and other online threats. Turn on automatic updates so you receive the newest fixes as they
become available.

4) ENABLE POP-UP BLOCKERS
To prevent pop-ups, turn on pop-up blockers to avert unwanted ads, pop-ups or browser malware from
constantly appearing on your computer screen.

TIPS FOR BUINESSES:

1) EDUCATE YOUR EMPLOYEES
Employees can serve as a first line of defense to combat online threats and can actively help stop malware from
infiltrating the organization’s system.  A strong security program paired with employee education about the
warning signs, safe practices, and responses aid tremendously in preventing these threats.

2) MANAGE THE USE OF PRIVILEGED ACCOUNTS
Restrict users’ ability to install and run software applications on network devices, in an effort to limit your networks
exposure to malware.

3) EMPLOY A DATA BACKUP AND RECOVERY PLAN FOR ALL CRITICAL INFORMATION
Backups are essential for lessening the impact of potential malware threats. Store the data in a separate device or
offline in order to access it in the event of a ransomware attack.

4) MAKE SURE ALL BUSINESS DEVICES ARE UP TO DATE
Ensure antivirus and anti-malware solutions are set to automatically update and conduct regular scans so that your
operating systems operate efficiently.

5) CONTACT YOUR LOCAL FBI FIELD OFFICE IMMEDIATELY
Contact immediately to report a ransomware event and request assistance. Visit https://www.fbi.gov/contact-us/
field to locate the office nearest you.
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